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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 2.
3
Proposed New Text
[START OF CHANGES]
5.X2
Key Issue #X2 Data Privacy
5.X2.1
Key issue detail
With PNFs you know where subscriber or other sensitive data is located, or at least have a high degree of certainty. With virtual functions by design that data can be anywhere in the host infrastructure. Indeed, if a CSP implementation spans multiple data centres in multiple countries it may be necessary to constrain where a VNF or piece of user data physically resides. For example, LI functions and LI target lists must remain within a single legal jurisdiction. Similar restrictions may apply to content which is subject to DRM and is only licensed for a single country, or more generally to data covered by GDPR.
Furthermore, in virtualised environments, it is necessary to consider where data has been and where that data privacy sensitive. If a VNF moves from one host to another or is terminated, and the previous resources are allocated to another VNF without being fully cleared, this risks compromise of privacy sensitive data or keys. 

OSs are not unknown to proliferate temp files, which in a PNF is much easier to contain (ignoring PNFs with external storage). In a VNF, if storage / memory is not fully erased before reuse there is a significant risk of data loss between VNFs. By extension, with the exception of ETSI ISG NFV phase 1 where crash was not an allowed software state, software is not unknown to crash or experience abnormal behaviour, increasing the risk of data remaining in undesirable locations. The same applies to any keys stored in TPMs or HSMs which are reallocated to other VNFs.

[END OF CHANGES]
